Abstract. According to the broadcast encryption scheme couldn't consider its security and efficiency in one model simultaneously, a full secure attribute-based broadcast encryption achieved through selective techniques was proposed. The scheme can achieve constant-size ciphertext in the standard model. By utilizing the prior techniques to prove selective security for functional encryption systems as a direct ingredient in devising proofs of full security, it is proved by combining the dual system encryption argument and the static assumptions. The analysis results show that the scheme of this paper is full secure.
Introduction
Broadcast encryption (BE) deals with the problem of securely transmitting data to a dynamically changing group of privileged users. Any user outside the set should not be able to recover the message. Nearly, many broadcast encryption schemes [2] [3] [4] with special purpose were proposed. However, these schemes had some deficiency obviously, for example, the scheme only guaranteed chosen plaintext security or selective-ID security; the efficiency and security of the scheme is hard to balance, etc.
Attribute-based encryption (ABE) is first introduced in [5] and now is envisioned as an important tool for addressing the problem such as secure and fine-grained data sharing and access control. Current constructions that keys and ciphertexts have rich structure, and there is a very large space of possible access policies and attribute sets. There is a challenge to proving security because a suitable notion of security in this setting must enforce collusion resistance, hence a security proof must consider an attacker who can collect many different keys, just not a single one that is authorized to decrypt the ciphertext. The security proof technique for balancing these two goals known as partitioning in the standard model for ABE systems ( [5] [6] [7] ) was previously used in the context of identity-based encryption [4, 8] .
Our Contribution In this work, we make the following contributions: (1) Employ a mechanism allowing for delayed parameters in the semi-functional space. (2) By combining with Waters dual system encryption, CP-ABE and the broadcast encryption, we propose a full secure attribute-based broadcast encryption scheme achieved through selective techniques. (3) In order to obtain a new proof of full security that maintains the efficiency of selectively secure systems, we combine the techniques used to prove selective security for both CP-ABE and KP-ABE systems [9] with the dual system encryption methodology, and inherit the kinds of complexity assumptions needed to prove selective security in both settings.
Preliminaries Composite Order Bilinear Groups
Composite order bilinear groups were used in cryptographic construction [10] . We let G denote a group generator which takes a security parameter  as input and outputs a description of 1 2 3 ( , , , )
, where 1 
. We define the following distribution: First pick a random bilinear setting 1 2 3 ( , , , )
by running G (
. We define the advantage of an algorithm  in breaking Assumption 2 to be:
CP-ABBE Definition
A ciphertext-policy attribute-based broadcast encryption system consists of four algorithms: Setup, Encrypt, KeyGen, and Decrypt.
Setup(λ, U):
The setup algorithm takes in the security parameter A . If the set of attributes of the private key satisfies the access structure of the ciphertext , it will output the message M .
Constructing Ciphertext-Policy Attribute-Based Broadcast Encryption (CP-ABBE)

Construction
In this section, we give our CP-ABBE scheme in which ciphertexts are associated with LSSS access matrices [12] , while Secret keys are associated with sets of attributes. We note that the freshly random exponent t for each key serves to prevent collusion, since it "ties" together the user's 
The secret key is: S , ((A, ρ) , Pk 
Decrypt(
Pk , C , Sk ): Upon receiving a ciphertext ( , , , , ) C C C C C C  is legitimate ciphertext, then the correctness can be easily verified by the following equality:
, so we have:
Efficiency
The ciphertext-policy attribute-based broadcast encryption scheme combined with Waters dual system encryption, attribute-based encryption and broadcast encryption system. Based on the standard model, the scheme can achieve constant-size ciphertext. It supports LSSS matrices as access structures, and provides delegation capabilities for users additionally.
Encrypt algorithm does not require the bilinear pair computation where ( , ) e g g can be pre-computed, and Decrypt algorithm need 3  l bilinear pair computations and l multiplications in group G. The full security of our scheme is proved by using static, generically secure assumptions in Composite order bilinear groups, the analysis results indicated that it has less implementation complexity without the increase of computing efforts.
Security Analysis
We now prove the following theorem: Theorem 1. Under Assumption 1, the general subgroup decision assumption defined in Section 2.2, our CP-ABBE scheme defined in Section 2.3 is fully secure.
Our security proof is obtained via a hybrid argument over a sequence of games. To describe all of the games, we must first define semi-functional keys and ciphertexts.
Semi-functional Keys One calls the normal key generation algorithm to produce a normal key consisting of
firstly, then he chooses a random element to form the semi-functional key for an attribute set S as follows:
. In fact, all of the elements remain unchanged except for K . '  ' '  0  1 2  2  2  3 2  2  4  2 , , , ,
Semi-functional Ciphertexts
We let real Game denote the real security game as defined in [12] and q denote the total number of key queries that the attacker makes. Now we define Game , then we will create a PPT algorithm  with non-negligible advantage to break the general subgroup decision assumption on sets {3}. {1} {1,2} {1}
